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L {pme Overview

 Mechanisms for authentication
— public key encryption; SSL and PGP
— Certification Authorities

 Authentication in GS| and EDG Test Bed 1

— your identity certificate
— proxies and delegation

* Authorization in Test Bed 1
— As a user: how do | get in?
— As an admin: who can get in, how do | let people in?



AR Authentication

* The need to establish the identity of your partner
(user or system)

* Options
— just a name (username or DNS name)
— fixed username/password
— one-time passwords/tokens (cryptocard, DigiPass,...)
— identity certificates in a "web-of-trust’

— identity certificates with trusted third parties



(. secure communications using
/(__EJJTChGrId .
N public key crypto

« conventional (symmatric) secure communication:
both parties need a pre-existing trusted channel

* Asymmetric encryption (‘public key crypto’)
allows secured communication
without need for channel to share a secret

* You can reliably establish communications
between two key pairs

* Relies on a (supposedly) difficulty problem,
e.qg., factoring large numbers



AR How does it work?

public space

> (e.n)

E. ,(m) = mé mod(n)

Dy (€)= ¢? mod(n)

m = D(E(m)) = E(D(m)) (reversibility)
if a.o. if de =1 mod(¢p,q))

where  ¢p,q) = (p-1)(g-1)

and (p-1) prime relative to e




f\(J__ 6-bit RSA key generation

Take a (small) value e = 3

Generate a set of primes (p,q), each with a length
of k/2 bits, with (p-1) prime relative to e.

(p.q) = (11,5)
@p.q) = (11-1)(5-1) = 40; n=pq=55
find d, in this case 27 [3*27 = 81 = 1 mod(40)]

Public Key: (3,55)
Private Key: (27,55)

E, ,(m) = me mod(n)

D, ,(c) = ¢? mod(n)

m = D(E(m)) = E(D(m)) (reversibility)
if a.o. if de =1 mod(¢p,q))

where  ¢p,q) = (p-1)(g-1)



AR Message Exchange

Encryption:

* Bob thinks of a plaintext m(<n) = 18

* Encrypt with Alice’s public key (3,55)

* C=E;.55(18)=18°mod(55) = 5832 mod(55) = 2

* send message “2”
E, ,(m) = me mod(n)
D, ,(c) = ¢? mod(n)

Decryption: m = D(E(m)) = E(D(m))
. - if a.0. if de =1 mod(&p,q))
 Alice gets “2 where  ¢(p,q) = (p-1)(g-1)

* she knows private key (27,55)
* Ez.55(2) = 22" mod(55) =18 !

* |If you just have (3,95), it's hard to get the 27...



/\(?: What can be done?

« Confidentiality
no-one but the recipient can read what you say

* Message integrity
encrypt a digest of your message
with a private key

* Non-repudiation
similar to integrity

* This encryption works both ways with 2 key pairs



f\(%“: From crypto to trust?

You establish communication between key pairs
but not between entities!

Binding needed between key pair and an identity
(this is implicit in symmetric solutions, but not here!)

In a trusted way ...

Distributed trust models (PGP)
Hierarchical (authoritarian) model (PKI)



AR PKI and the CA

* The PKI Certificate ' X.509’

— structured message with:
— public key
— identifier(s)
— digitally signed by
a trusted third party

» Certification Authority (CA)

— binds user-supplied identifiers to a public key
— in accordance with a defined Certification Policy

— following the guidelines of a
Certification Practice Statement



AR Identity Certification

Certificate Request

Alice generates key pair and
ships ‘request’ to CA

CA checks
identifiers against
identity of requestor

ship to Alice @ — sign request

and with CA key
publish qx‘)\
CA key
CA cert

(self-signed)



—pyichro An example certificate

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: 1 (0x1)
Signature Al gorithm nmd5WthRSAEncryption
| ssuer: C=NL, O=NI KHEF, CN=NI KHEF nmedi um security certification auth
Validity
Not Before: Feb 20 13:29:27 2001 GV
Not After : Feb 20 13:29:27 2002 GVI

Subj ect: O=dutchgrid, O=users, O=ni khef, CN=David G oep
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: ce: d7: 1f : 04: b4: 50: eb: 1b: da: ab: c7: db: ec: d9:

f0:47:79: 1le: 3b: 94: 62: 76: 55
Exponent: 65537 (0x10001)
X509v3 ext ensions:
X509v3 Basic Constraints:
CA: FALSE
Net scape Conmment :
This CERT was issued under the N KHEF nedium . .
X509v3 CRL Distribution Points:
URI :http://certificate. ni khef.nl/medium cacrl. pem
Net scape CA Policy Ul :
http://certificate.ni khef.nl/nmedi um policy/
Signature Algorithm nmd5WthRSAEncryption
14: 6f: c3: 8f: 36: 6d: 41: 48: f9: 01: b2: 48: f 3: 62: 7a: a0: e3: 52:

Oe: d2: 85: 65



AR Common Policy ltems

« EU DataGrid CA’s adhere to minimum standards:

Check identity of requestor by
— personal appearance before Registration Authority
— voice recognition for people the RA knows

|dentifiers corresponds to official’ name (nat. ID)
Affiliation is required and known to be correct

Issues certificates for ‘local region’ only
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== [incument: Dore | S 9 3 & |

CA Acceptance Matrix

Overview of all EDG CA’s

Aid for site admins to
establish trust in the
various CA’s

From WPG6/CA web site

Also list of features
by Brian Coughlan (TCD)



Dutch&rid

Certificate Repositories

LDAP directory with all certificates — send mail or build VO's

E%LDAP Browserh Editor ¥2.8.1 - [ldap:/ /certificate.nikhef.nl/o=dutchgrid]

=10 %]

File Edit View LDIF Help

® [ o=sara.nl
@ ] ou=nikhef.nl
@ ] ou=wins.uva.nl

o | s 4

& [ cr=dommel wins. uva.nl

i

userCertificate;hinany:

Ready. 8 entries returned.

=101 x|

Z| R M| | B %6 W &
@ 3 cr=Krista Joosten d Attribute Walue
& [ cn=Henk Jan Bulten 2 userCedificate binary  BINARY {91 7h)
@ cn=0juhaeri Harapan ':""_ wins. va.nl
@ ] cn=Jefirey Templon Dh!ectCIass top
& O crimantony Antony : Dh!ectCIass persnn
ohjectClass inetorgPersan
® ] cn=5Sander Klous a dutchgrid
@ ] o=amalf o hosts
® ] o=sara =1y dommelwins. uva.nl
& ] o=knmi Ch dommelwins. uva.nl
@ ] o=telin
@ [ o=rul
@[] o=uva E%-_,%?iew - [cn=dommel.wins.uva.nl, ou=wins.uva.nl, o=hosts, o=dutchgrid]
@ ] o=hosts

~ Certificate Info

Sin. Algorithm: MDAwithRSA

Subject: CH=dommel.wins.uva.nl, OU=wins.uva.nl, O=hosts, O=dutchgrid

Issuer: CH=NIKHEF medium-security certification auth, O=NIKHEF, C=HL

Wadility From: Wed Apr 04 16:08:36 GMT+02:00 2001
To: Thu Apr 04 16:08:36 GMT-+02:00 2002

Serial Humber: 15

Yersion: 3

917h

OK




L (e Getting your own certificate

>

* On a DataGrid testbed system:
— Initialialize your environment
— type "grid-cert-request’
— mail it to ca@nikhef.nl
— the CA will get back to you

* For all other certs (from any system):
— Go to
— Use the Build-a-Cert interface

— Have a command prompt handy with OpenSSL
(for all of Unix, Linux and Win32!)



/\(Eﬁ: Storing your cert

* Your private key is valuable, keep it safe

— protected with a pass phrase
(conventional symmetric crypto)

— store it securely (e.g. on removable medium)
— keep it private
— never share with others

* Find all your credential data in $SHOVE/ . gl obus/
— Private key in “userkey.pem”
— Public key certificate in “usercert.pem”
— CA'’s that you trust in “~/.globus/certificates/” (if needed)



f\(J__ Your proxy

you use a proxy certificate’ to authenticate

derived from your ‘long-lasting’ certificate
limited validity (default 12 hours, can be longer)

limits exposure of key pair
limits the damage done when compromised

get it with grid-proxy-init



AR Authorization
 Authorization deals with actual access to resources

* Various possible models (push, pull, agent)
see

 The GSI is now based on per-resource access lists
— grid-mapfiles: map grid identifiers to local user ID’s

* |n the future
— “token-based” authorization
— based on agreements per user community
— “Community Authorization Service” (CAS)



/\(j: the grid-mapfile

 Local administrator remains in control’
* this list, owned by root, determines who gets In

$ ssh pol yeder cat /etc/grid-security/grid-mapfile

"/ O=dut chgri d/ O=user s/ O=ni khef / CN=Davi d G oep" davi dg

"/ O=dut chgri d/ O=user s/ O=ni khef/ CN=M chi el Botje" h24

#"/ O=dut chgri d/ O=user s/ O=sara/ CN=Ron Tronpert" gri duser

"/ O=dut chgri d/ O=user s/ O=ni khef / CN=Jef frey Tenpl on" ali prod

#

# alice testbed users

"/ C=I T/ O=I NFN/ L=Cat ani a/ CN=Robert o Bar bera/ Enai | =r obert o. barb.....
"/ O=Gi d/ O=CERN QU=cer n. ch/ CN=Pr edrag Buncic" ali prod

"/ O=Gi d/ O=CERN QU=cer n. ch/ CN=Federico Carm nati" ali prod

" | C=FR/ O=CNRS/ OU=SUBATECH/ CN=Yves Schut z/ Emai | =schut z@ n2p3.fr” ...
"/ C=I T/ O=I NFN/ L=Tor i no/ CN=Pi er gi orgi oCerel | o/ Emai | =Pi er gi orgi o.....



/\(t The User: getting in the map

* Within the EU DataGrid context: join a VO

— contact your WP manager or
— your Experiment Coordinator(s):

* Or contact the desired site administrator
— state your Subject name
— your local user name (if you have one)
— and send lots of apple pie © or equivalent

* Acceptable Use Policy/Contract (AUP) forthcoming

(only relevant for EDG, still under serious discussion)
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The VO: making a directory

— People
— Groups and Group Admins (group administrators)
— A "Super User’ (VO Manager)

ne VO directory contains

File Bt Wiew  LDIF Healp

ey | AP Rrowser ) Fdibor w2801 = [kdagp:f

I [ﬂ'ﬁ'l winikhed. _nl..l'n -

= IE|I|I|J|!|I &4

Ij p=alice, dc=eu-datagrid dc=arg
[y ou=protogroup

@ [ ou=adrin
&= cn=Draniale Mura

L C au=People
@= [ en=Crariiele Mura
&= [ cn=Rabarin Barera
& [ cn=Wichiel Balig
&= ™ en=Carlo Recea
@ 23 cn=Domenico T Bari
&[] en=Franco Samena
@ [ en=hiariaa Lindsatio
= [ cn=Fozario Turmsl
&= [ cn=firdonio Forle
@ [ en=pndrea Guanse
@ 23 cn=S1efano Lusso

&= 7 cn=Mario Sitta

o

=

Raady

Walue

roben barberag@et indn il

pErSan
organizationalFarson
inebargParson
pkillser

Barbera

| objecictass: person

ortjanizationalPerson
inetOrgPersan

plillsaer
roberto.barberadcl.infni

Idap:isecurity.fi.infn tcn=Robario Barbera,o=infn=itPuserCardificate
subject= JC=TI=INFHIL=CstantaiC M=Roberto BarberaEmall=robaio. barberaigc

rsail:
IabelodURE: Wiap: secur . Ui LCn-Foberto Barbess,o-min,c i TuserCertic ate
descriplion: subject= £-T0-INFNA ~Catania CH-Foberto Barbies a Email-robero.barbes adct.infn.i
|
[EH

Badtieara
Roderto Harlsara

[ ox ]




Add People to a VO

based on
CA Directory

Can be run by
VO Managers

cert2[dif

AR VO Tools: VOP

N =IEY
CA hostname | certificate.nikhef.nl

| VO hostname | |grid- vo.nikhef.n|

| VO basename ||D=vlam—g,dc=wtcw,d|:=nl

| WO bindname ||=Manager,n=ulam—g,dc=wtn:w,dn:=nl

xxxxxxxxxxxxxxxxxxxxxxxxx
VO password |

_I Ron Trompert ()

_{ Michiel Botje () |

o ZFeqger Hendrikse ()

I Madimir Korkhov ()

o Martijn Steenbakkers ()
| Dmitry Vasunin ()

@ ¥im Jan Som de Cerff ()
| John van de Vegte ()

| Kkrista Joosten ()

—'| _I Gert B. Eijkel {)

1 Jules Wolfrat ()

| Robert Belleman ()

| Jorrit Schaap ()

| Henk Jan Bulten ()

]

Go! Quit




/ _ DutchGrid

 Add VO members
to a group

« Can be run by
group admins

VO tools: Group

Bl

FPeople

=10l x|

Already in group protogroup

I cn=David Groep,ou=People,dc=v
| cn=Jorrit Schaap,ou=People,.dc="
_I cn=Robert. Belleman,ou=People,d
_I ch=Gert B. Eijkel,ou=People,dc=
W cn=Feqger Hendrikse,ou=People,.d
I cn=Vladimir Korkhov ,ou=People
I cn=Dmitry Vasunin,ou=People,dc

Bl

ch=David Groep,ou=People,dc=viam
ch=Jorrit Schaap,ou=Feople,dc=vlar
ch=David Groep,ou=FPeople dc=vlam
ch=Jorrit Schaap,ou=People ,dc=vlar




Lfeee The Admin: making the map

. You can add users by hand: tedious&trusted
. You can get lists of users from the VO's:

tedious & somewhat less trusted (group
accounts)

If you have chosen for (2), you better use:
mkgridmap from the EDG Authorization group

Based on VO-maintained user lists
retain lots of local control over configuration



/\(5“: mkgridmap.conf

#### GROUP. group URL [Icl user]
group |dap://grid-vo.nikhef.nl/ou=om , o=earthob, dc=eu-datagrid,dc=org tb2
group | dap://grid-vo.nikhef.nl/ou=ntprod, o=alice, dc=eu-datagrid, dc=org ali prod

#### ACL: deny|allow pattern_to _match
deny *L=Par ma*

al | ow * 0=l NFN*

al | ow * CESNET*

deny *John*

al |l ow *dut chgri d*

#### DEFAULT LOCAL USER
default | cluser testbedl

#H### GRI D- MAPFI LE- LOCAL
gnf _local /etc/grid-security/grid-mapfile-Iocal



triode:davidg: 10025 grid-proxy-init
Tour identity: SO0=dutchgrid/0=users/0=nikhef/CN=David Groep
Enter GRID pass phrase for this identity:
Creating proxy Done
Your proxy is walid until Wed Now 7 06:29:43 2001

3% globus-job-run dommel.winzs.uva.nl sbin/date
Tue Nov 6 17:30:25 GMT 2001
triode:davidg: 10045 gsincftp schuur.nikhef.nl
NcFTP 3.0.0 (March 20, Z000) by Mike Gleason [(ncftplncftp.com).
Connecting to 192.16.199.22...

L What can you do now?

gclhumr.nikhef.nl FTP server (Version wa-zZ.6.1(1) [GRI patch w0.5] Tue Jun =zZ&

14: 52 MET D3T 2001) ready.
Logging in...

Ozer davidg logged in.

Logged in to schuar.nikhef.nl.
ncfttp Auser/davidg =

triode:davidg: 10055 I




More Info?

http://www.dutchgrid.nl/



